Lab 2

Thread, Semaphore, Mutex



Download Example
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You have chosen to open:
£ pc_example.tar

which is: Tar archive (100 KB)
from: http://limdj.com

What should Firefox do with this File?

Openwith | Archive Manager (default) v
©save File
Do this automatically for Files like this from now on.
Cancel OK
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= Move to Home directory

{at Home Downloads ~

U} Recent

* Starred pc_

example.
{3t Home tar
[ Desktop

= Documents
i} Downloads
J7 Music
[a] Pictures
M Videos

%, Trash

+ Other Locations



= Open Terminal

= $ tar xvf pc_example.tar
= $ cd pc_example

= $Is

control@ubuntu: ~/pc_example

S s



Example Program Folders

{it Home pc_example
% Starred mutex semaphore thread
{3t Home

[ Desktop



Threads and Processes

One process
One thread

One process
Multiple threads

Multiple processes
One thread per process

Multiple processes
Multiple threads per process

s = Instruction trace



Single-Threaded and Multi-Threaded
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Process Model (Five-State)




Create a new threads

#include <pthread.h>

Int pthread _create(pthread_t *thread, const pthread attr_t *attr,
void *(*start_routine) (void *), void *arg);

Compile and link with -pthread.

The pthread_create() function starts a new thread in the calling
process. The new thread starts execution by invoking start_routine();
arg Is passed as the sole argument of start_routine().



Wait for the thread to terminate

#include <pthread.h>
Int pthread_join(pthread _t thread, void **retval);
Compile and link with -pthread.

The pthread_join() function waits for the thread specified by thread to
terminate. If that thread has already terminated, then pthread_join()
returns immediately.



thread.c

#include<stdio.h>
#include<pthread.h>

void* say hello(void* data)
{
char *str;
str = (char*)data;
while(1)
{
printf("%s\n",str);
sleep();
}
}

void main()

{
pthread_t t1,t2;

pthread_create(&t1,NULL,say hello,"hello from 1");
pthread_create(&t2,NULL,say hello,"hello from 2");

pthread_join(t1,NULL);



Build and Makefile

control@ubuntu: ~/pc_example/thread

S cd thread
S 1s

e

S make

gcc -0 thread thread.c -lpthread

s -1

total 32

-rwXrwxr-x 1 control control 706 Mar 13 2020

-rwxrwxr-x 1 control control 131 Dec 23 2017

-rwxrwxr-x 1 control control 16928 Feb 27 20:21

-rwxrwxr-x 1 control control 410 Feb 27 20:09
: $ ./thread

hello from

hello from :

hello from

hello from :

hello from

hello from :

.hc

3 app: thread.c
4 gcc -o thread thread.c -lpthread
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Binary Semaphore

* Value: O unavailable/empty
* Value: 1 available/full

Acquire
(value =0)

Initial
value = 0

Initial
value = 1

Release
(value = 1)



Counting Semaphore

Release
(count = count + 1)

Release
(count=1)

Initial count > 0 Initial count = 0

Acquire
(count = 0)

Acquire
(count = count -1)



Initialize a semaphore

#include <semaphore.h>
Int sem_init(sem_t *sem, int pshared, unsigned int value);
Link with -pthread.

sem_init() initializes the unnamed semaphore at the address pointed
to by sem. The value argument specifies the initial value for the
semaphore.

The pshared argument indicates whether this semaphore is to be
shared between the threads of a process, or between processes.

If pshared has the value 0, then the semaphore is shared between the
threads of a process, and should be located at some address that is
visible to all threads (e.g., a global variable, or a variable allocated
dynamically on the heap).



Lock a semaphore

#include <semaphore.h>
Int sem_wait(sem_t *sem);
Link with -pthread.

sem_wait() decrements (locks) the semaphore pointed to by sem. If
the semaphore's value is greater than zero, then the decrement
proceeds, and the function returns, immediately. If the semaphore
currently has the value zero, then the call blocks until either it becomes
possible to perform the decrement (i.e., the semaphore value rises
above zero), or a signal handler interrupts the call.



Unlock a semaphore

#include <semaphore.h>
Int sem_post(sem_t *sem);
Link with -pthread.

sem_post() increments (unlocks) the semaphore pointed to by sem. If
the semaphore's value consequently becomes greater than zero, then
another process or thread blocked in a sem_wait(3) call will be woken
up and proceed to lock the semaphore.



semaphore.c(1)

#include <pthread.h>
#include <string.h>
#include <semaphore.h>

sem_t binaySemphore;

void* thread_1_function(void *ptr);
void* thread_2_function(void *ptr);

int main()
{
int iRet;
pthread_t thread 1,
pthread_t thread_2;
unsigned char ucBuff[10];
sem_init(&binaySemphore, 0, 1);

strcpy(ucBuff,"thread_1");
IRet=pthread_create(&thread 1, NULL,thread_1 function,(void *)ucBuff);
if(iRet == 0)
{
printf("pthread 1 created...\n");

}



semaphore.c(2)

sleep(1);
strcpy(ucBuff,"thread_2");
IRet=pthread_create(&thread_ 2, NULL,thread 2 function,(void *)ucBuff);

if(iRet == 0)
{

printf("pthread 2 created...\n");
}

pthread_join(thread_1, NULL);
pthread_join(thread_2, NULL);

sem_destroy(&binaySemphore); /* destroy semaphore */
exit(0);



semaphore.c(3)

[* prototype for thread routine */
void* thread 1 function(void *ptr)
{
unsigned char* ucBuffPtr,ucThreadBuff[10];
ucBuffPtr = (unsigned char *) ptr;
strcpy(ucThreadBuff,ucBuffPtr);
printf("thread_1_function entered\n");
while(1)
{
sem_wait(&binaySemphore);  /* down semaphore */
printf("Semaphore is with %s\n",ucThreadBuff);
sleep();
sem_post(&binaySemphore); [* up semaphore */
sleep(2);

}
pthread_exit(0); /* exit thread */



semaphore.c(4)

void* thread_2_function(void *ptr)
{
unsigned char* ucBuffPtr,ucThreadBuff[10];
ucBuffPtr = (unsigned char *) ptr;
strcpy(ucThreadBuff,ucBuffPtr);
printf("thread_2_function entered\n");
while(1)
{
sem_wait(&binaySemphore);  /* down semaphore */
printf("Semaphore is with %s\n",ucThreadBuff);
sleep();
sem_post(&binaySemphore); [* up semaphore */
sleep();

}
pthread_exit(0); /* exit thread */
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Exercise 3
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= thread_12| while loopE OfcH @ & 0] ==& &tCt.

while(1)
{
sem_wait(&binaySemphore);  /* down semaphore */
printf("Semaphore is with %s\n",ucThreadBuff);
sleep(5);
sem_post(&binaySemphore); [* up semaphore */
sleep(1);



Exercise 3(Hl%)

= thread_22| while loopE O}l @ 20| ==& &tCt.

while(1)
{
sem_wait(&binaySemphore);  /* down semaphore */
printf("Semaphore is with %s\n",ucThreadBuff);
sleep(10);
sem_post(&binaySemphore); [* up semaphore */
sleep(1);
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Mutual Exclusion (Mutex) Semaphore

= A special binary semaphore that supports
ownership, recursive access, task deletion
safety, priority inversion avoidance
protocol. Acquire (recursive)

: (lock count = lock count +1)
Acquire

(lock count = 1)

Initial
(lock count = 0)

Release
(lock count = 0)

Release (recursive)
(lock count = lock count - 1)



Initialize a mutex

#include <pthread.h>

Int pthread _mutex_init(pthread _mutex_t *mutex,
const pthread _mutexattr_t *attr);

Link with -pthread.

The pthread_mutex_init() function initialises the mutex referenced by
mutex with attributes specified by attr. If attr is NULL, the default mutex
attributes are used; the effect is the same as passing the address of a

default mutex attributes object. Upon successful initialisation, the state
of the mutex becomes initialised and unlocked.



Destroy a mutex

#include <pthread.h>
Int pthread _mutex_destroy(pthread _mutex_t *mutex);
Link with -pthread.

The pthread _mutex_destroy() function destroys the mutex object
referenced by mutex; the mutex object becomes, in effect, uninitialised.
An implementation may cause pthread mutex_destroy() to set the
object referenced by mutex to an invalid value. A destroyed mutex
object can be re-initialised using pthread_mutex_init(); the results of
otherwise referencing the object after it has been destroyed are
undefined.

It is safe to destroy an initialised mutex that is unlocked. Attempting to
destroy a locked mutex results in undefined behaviour.



Lock a mutex

#include <pthread.h>
Int pthread _mutex_lock(pthread mutex_t *mutex);
Link with -pthread.

The mutex object referenced by mutex is locked by calling

pthread _mutex_lock(). If the mutex is already locked, the calling
thread blocks until the mutex becomes available. This operation returns
with the mutex object referenced by mutex in the locked state with the
calling thread as its owner.



Unlock a mutex

#include <pthread.h>
Int pthread _mutex_unlock(pthread mutex_t *mutex);

Link with -pthread.

The pthread _mutex_unlock() function releases the mutex object
referenced by mutex. The manner in which a mutex is released is
dependent upon the mutex's type attribute. If there are threads blocked
on the mutex object referenced by mutex when

pthread _mutex_unlock() is called, resulting in the mutex becoming
available, the scheduling policy is used to determine which thread shall
acquire the mutex.



mutex.c(1)

#include <pthread.h>
#include <unistd.h>

pthread _mutex_t lock;
int shared_data;

void *thread_function(void *arg)
{ . .
inti;
for (i=0;i<10000;i++) {
pthread_mutex_lock(&lock);
shared data++;
pthread_mutex_unlock(&lock);
usleep(1000);

}
return NULL;



mutex.c(2)

int main(void)

{
pthread_t thread_ID;
void *exit_status;
int i

pthread_mutex_init(&lock,NULL);
pthread create(&thread ID, NULL, thread_function, NULL);
sleep();
for(i=0;i<10;i++) {
pthread _mutex_lock(&lock);
printf("\rShared integer's value = %d before\n", shared_data);
sleep();
printf("\rShared integer's value = %d after\n", shared_data);
pthread_mutex_unlock(&lock);
sleep();

}
printf("\n");

pthread_join(thread_ID, &exit_status);

pthread _mutex_destroy(&lock);
return O;
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for(i=0;i<10;i++) {
/lpthread_mutex_lock(&lock);
printf("\rShared integer's value = %d before\n", shared_data);
sleep(2);
printf("\rShared integer's value = %d after\n", shared_data);
//pthread_mutex_unlock(&lock);
sleep(1);
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Message Queue

#include <fcntl.h> [* For O_* constants */
#include <sys/stat.h> [* For mode constants */
#include <mqueue.h>

mqgd_t mq_open(const char *name, int oflag);
mqgd_t mqg_open(const char *name, int oflag, mode_t mode,
struct mqg_attr *attr);

Link with -Irt.

mq_open() creates a new POSIX message queue or opens an existing
gueue. The gueue is identified by name.



Message Queue

mode

If the queue name is to be created, then the new queue has the file
permission bits as specified in mode. If any bits are set other than file
permission bits, they are ignored. Read and write permissions are
analogous to receive and send permissions, respectively; execute
permissions are ignored.



Message Queue

attr

Like mode, this argument is only examined if the queue name is to be
created. It's a pointer to an mqg_ attr structure that's to contain the
attributes for the new queue. If this is NULL, the following default
attributes are used (provided that no defaults were specified when
starting the message gueue server):

Variable Default value
mQ_maxmsg 1024
mq_msgsize 4096
mq_flags 0

According to the POSIX 1003.4 documentation, if the attr pointer is
non-NULL, then the new queue adopts the mg_maxmsg and
mq_msgsize of attr. However, no mention is made of consultation of
the mq_flags field. In the QNX implementation, the mqg_flags field is
consulted. This is due to the fact that some of the extended QNX
options cannot be changed at runtime, and must be specified on
creation. See the entry for mq_setattr() for the meaning of these flags.



Message Queue

#include <mqueue.h>

iInt mq_send(mqd_t mqdes, const char *msg_ptr,
size_t msg_len, unsigned int msg_prio);

Link with -Irt.

mqg_send() adds the message pointed to by msg_ptr to the message
gueue referred to by the message queue descriptor mgdes. The
msg_len argument specifies the length of the message pointed to by
msg_ ptr; this length must be less than or equal to the queue's
mq_msgsize attribute. Zero-length messages are allowed.



Message Queue

#include <mqueue.h>

ssize t mq_receive(mqgd_t mqgdes, char *msg_ptr,
size_t msg _len, unsigned int *msg_prio);

Link with -Irt.

mq_receive() removes the oldest message with the highest priority
from the message queue referred to by the message queue descriptor
mqdes, and places it in the buffer pointed to by msg_ptr. The msg_len
argument specifies the size of the buffer pointed to by msg_ptr; this
must be greater than or equal to the mq_msgsize attribute of the queue
(see mqg_getattr(3)).



server.c(1)

#include <fcntl.h>
#include <sys/stat.h>
#include <mqueue.h>
#include <errno.h>
#include <unistd.h>
#include <string.h>

#define MSG_Q_ NAME "/MSG_Q"
#define NO_MAX_MSG 10
#define MAX_MSG 1024

#define STOP_CMD "exit"

int main(int agrc, char *argv[]) {
mqgd_t msg_q;
struct mq_attr attr;
char message[MAX_MSG];
int mg_len;

attr.mq_flags = 0O;

attr.mg_maxmsg = NO_MAX_ MSG;

attr.mg_msgsize = MAX_MSG;
attr.mqg_curmsgs = 0;



server.c(2)

msg_q = mq_open (MSG_Q_NAME,O_CREAT|O_RDONLY,S_IRUSR | S_IWUSR |
STIRGRP| S_IROTH, &afr);

if (-1 ==msg_q) {
perror("mq_open");

_exit(-1);

}

do {
bzero(message, MAX_ MSG);
mqg_len = mqg_receive(msg_(g, message, MAX_MSG, NULL);
if (-1 ==mq_len) {
perror("mq_receive");
mq_close(msg_Qq);
mqg_unlink(MSG_Q_NAME);
_exit(-1);
}
printf("Received> %s\n", message);
} while (1(0 == strcmp(message,STOP_CMD)));
printf("mq_reader: Exit\n");
mq_close(msg_Qq);
mq_unlink(MSG_Q_NAME);
return O;



client.c(1)

#include <stdio.h>
#include <fcntl.h>
#include <sys/stat.h>
#include <mqueue.h>
#include <errno.h>
#include <unistd.h>
#include <string.h>

#define MSG_Q_NAME "/MSG_Q"
#define NO_MAX_MSG 10
#define MAX_MSG 1024
#define STOP_CMD  "exit"

int main(int agrc, char *argv[]) {
mqgd_t msg_q;
struct mq_attr attr;
int mq_len;
char message[MAX_MSG];

attr.mq_flags = 0;

attr.mg_maxmsg = NO_MAX_MSG;

attr.mq_msgsize = MAX_MSG;
attr.mqg_curmsgs = 0;



client.c(2)

msg_qg = mg_open (MSG_Q_NAME,O_WRONLY,S IRUSR | S IWUSR | S_IRGRP |
S IROTH, &attr);
if (-1 ==msg_Qq) {
perror("mqg_open");
_exit(-1);
}

printf("Enter \"exit\" to stop: \n");
do {
bzero(message, MAX_ MSG);
printf("Send>");
fgets(message,sizeof(message), stdin);
message|[strlen(message)-1]="0";
mq_len = strlen(message);
if (-1 == mq_send(msg_q, message, mqg_len, 0)) {
perror("mq_send");
mq_close(msg_Qq);
mqg_unlink(MSG_Q_NAME);
_exit(-1);
}
} while (1(0 == strcmp(message, STOP_CMD)));



client.c(3)

printf("mq_ writer: Exit\n");
mq_close(msg_Qq);
mq_unlink(MSG_Q_NAME);
return O;



Message Queue Example

it Home  pc_example

) Recent C h C

% Starred client client.c common.h Makefile server Server.c
{3t Home

[ Desktop

control@ubuntu: ~/pc_example/mq

:~S cd pc_example
S cd mq
S make

rm server

rm client

gcc -o server server.c -lrt -lpthread

gcc -o client client.c -1rt -1lpthread
. 5

-




Run server and client

control@ubuntu: ~/pc_example/mq

5 cd pc_example

S cd mg
C 5 ./server
Received>= Hello
Received= World
Received= exit
mq_reader: Exit

s [

control@ubuntu: ~/pc_example/mgq

S cd pc_example
5 cd mg
5 make

rm server
rm client
gcc -o server server.c -lrt -1lpthread
gcc -o client client.c -1rt -1lpthread

; $ .fclient
Enter "exit" to stop:
Send> Hello
Send> World
send= exit
mq writer: Exit




Exercise 5
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