CAN Communication

with Raspberry PI




CAN History

. In 1985 Bosch originally developed CAN, a high-integrity serial bus system
for networking intelligent devices, to replace automotive point-to-point
wiring systems.

. As vehicle electronics became pervasive, complex wire harnesses which
were heavy, expensive and bulky were replaced with CAN throughout the
automotive industry.

. In 1993 CAN became the international standard known as ISO 11898.

4. Since 1994, several widely used higher-level protocols have been

standardized on top of CAN, such as CANopen* and DeviceNet.

. In 1996 the OnBoard Diagnostics OBD-Il standard which incorporates CAN
becomes mandatory for all cars and light trucks sold in the United States.

. Today markets including surface transportation, industrial automation,
maritime and avionics systems have widely adopted CAN.

. Today CAN is incorporated into many microcontrollers
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CAN is Now Central to Automotive Networks
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Advantages of CAN

Low cost network infrastructure which is often built into
microcontrollers.

Large market segment with broad availability of hardware,
software and systems engineering tools.

Light weight, low latency, highly deterministic design
specifically for real-time embedded applications.

Reliable with strong error detection, fault tolerant versions
available.

Flexible and highly configurable with various higher level
application protocols.

Foundation for next generation technology controller area
networks.



CAN & International Standards

7- Layer OSI
Application Organization (ISO) Open Systems
Presentation Interconnect (OSI) Reference Model
Session P Logical Link Control (LLC)
Transport - - Acceptance filtering
p - - Overload notification
Network - Recovery management
Data Link \ Medium Access Control (MAC)
Phvsical - Data encapsulation/decapsulation Defined b
L= H h “ - Frame coding (stuffing/de-stuffing) y
\ A - Error detection/signaling
\ ~ | - Serialization/deserialization
\ Physical Signaling
\ - B!t gngodmg!decod_lng_ 1ISO11898
- Bit timing/synchronization
\ Physical Medium Attachment
\ - Driver/receiver characteristics
\
\ Medium Dependent Interface
\ - Connectors/wires

High level CAN Protocols implement Application layer and skip the four intervening layers
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The CANopen Application

CiA 401 CiA 402 IEC 61131-3
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/// CiA 4xx Device Profiles
/// CiA 302 CANopen Framework for CANopen
el Managers & Programmable Devices

7-Layer OSI _~

CiA 301 CANopen Application Layer &

2L Communication Profile
Presentaton|| =~ T——-—
>essh L Not Implemented by CAN or CANopen
Transport
e ISO 11898 CAN Data Link Layer
Datalink |
Physical | ISO 11898 CAN Physical Layer

High level CAN Protocols implement Application layers and skip the four intervening layers

7




CAN Data-Flow Model

CAN CAN CAN CAN
NODE 1 NODE 2 NODE 3 NODE 4
Receives Transmits lgnores Receives
Message Message Message Message

r - - - r - - - r - - - —/ rr - - - —
LOCAL LOCAL LOCAL LOCAL
| INTELLIGENCE | INTELLIGENCE | INTELLIGENCE INTELLIGENCE
L _1 L . _1 L _1 L . _1
DATA FILTER |I DATA FILTER DATA FILTER DATA FILTER

S N O I S

One node transmits, all nodes listen and processor data frames selectively.
Message filtering is typically performed in transceiver hardware. This data flow
supports a broad range of network communication models:

1. Master / Slave : All communications initialed by master node

2. Peer-to-Peer : Nodes interact with autonomously with equal authority

3. Producer / Consumer : Producer nodes broadcast (push) messages to

Consumer nodes
4. Client / Server : Client nodes request (pull) data from Server nodes




CAN Typical High-Speed Physical Layer
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CAN Differential Bus Interface Transceivers
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The CAN idle state presents a recessive state, signaled by a small differential voltage across CANH

and CANL. With the indicated split termination, this idle voltage will be halfway between VDD
(positive supply) and VSS (ground).

The CAN dominant state occurs when one or more transceivers simultaneously close the

indicated transistor switches driving CANH and CANL toward VDD and VSS, respectively.

This open collector transistor switch configuration is referred to as a “wired or” since any node

transmitting a dominant bit always overrides a recessive bit. Since a dominant bit represents a
logic O, this arrangement is sometimes referred to as “wired and” since bus a logic “1” state is
achieved only if all nodes (node 1 AND node 2 AND node 3 ...) signal logic “1” recessive bits).
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Example of a “Wired OR”

+2v
‘ e |
CAN CAN .{s"—‘\
n ‘Lﬁ n
Node A Node B

Closing Node A switch OR closing Node B switch turns on the light.

Conversely, the light is off unless Node A switch is open AND
Node B switch is also open.
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Example CAN Sample Signaling
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CAN Logic & Arbitration

CAN 2.0A messages begin with an 11-bit message ID which identifies the
message type and also establishes the message priority.

As with many computer interfaces, the CAN transceivers invert the
microcontroller signal. Thus, the dominant bus state occurs when a logic “0”
is transmitted and the recessive state occurs when a logic “1” is transmitted.

CAN uses the message ID to perform bus access arbitration between nodes.
Each node waits for an idle bus state then begins to transmit its message ID.

Each node also listens to the bus to see if the bus state match its
transmission.

If a node detects a dominant bus state while transmitting a recessive
message ID bit (logic “1”), it drops out of the current arbitration round and
will try again the next time the bus is idle
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7-bit CANopen Node ID Arbitration Example

Val
aOLI:ebsl.lesen 0 0 0 1 0 0 0 ' Node 8 message
Values that each node attempts to transmit:
Node 8
ID=0001000 0 0 0 1 0 0 0 8 has the bus
Node 9 —
ID=0001001 0 0 0 1 0 0 1
Node 10 — \
ID=0001010 0 0 0 1 0 1 9 drops out
Node 12 \
ID=0001100 0 0 0 1 1 10,drops out
Node 17 — \
ID=0010001 ] ] 1 12 .drops out
Time \

} 17 drops out (stops competing for the bus) 11



Key Advantages of CAN Bus Arbitration

Fast & deterministic.

2. Highest priority message gets immediate access
once the bus is available.

3. Arbitration is essential “free” since message ID
encodes message priority.

4. Unlike Carrier Sense Multiple Access with Collision
Detect (CSMA/CD) arbitration propagation delays
never cause message collisions.



CAN Data Frame Format

Interframe le Data Frame > Illtgl‘h‘ame
Space —P> P— Space
—_— or
Overload
Frame

S R popA

Start of Arbitration Control Data CRC ACK Endof
Frame Field Field Field Field Field Frame
Base Field Name Length (bits) Purpose
Start of Frame 1 Denotes the start of frame transmission
Message Identifier / Arbitration Field | 11 |Message identifier also represents the message priority
. . Domuinant (0): Data 1s included in message
T : Recessive El;: Remote Frame request for data
Identifier extension bit (IDE) 1 Must be dominant (0) for 11 bit message IDs
Reserved bit (10) 1 Reserved bit should be dominant (0) for 11 bit IDs
Data length code (DLC) 4 |Number of bytes of data (0—8 bytes)
Data Field 0—64 |0 to 8 bytes of data (length dictated by DLC field)
CRC Filed 15 |Cyelic redundancy check
CRC delimater 1 Must be recessive (1)
ACK slot 1 Transmitter s_;ends' recessive (1) and any receiver can
assert a dominant (0) to acknowledge message

ACK delimiter 1 Must be recessive (1)
End-of-frame (EOF) 7 Must be recessive (1)
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MCP2515 CAN Controller
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Raspberry PI'1/O

MCP2515 Raspberry PI MCP2515
[[ava 1]
GPIO2 3
GPIO3 5 Ground
GPIO4 7 8 GPIO14
10 | GPIO15
GPIO17 11 12 GPIO18
GPI1027 13 14 Ground
GPI1022 15 16 GPIO23
vee | (I | s | o2
Sl GPIO10 20 Ground GND
SO GPIO9 22 GPIO25
SCK GPIO11 24 GPIO8 CS
Ground 26 GPIO7
ID_SD 28 ID_SC
GP-IOS Ground
GPIO6 32 GPIO12 INT
GPIO13 Ground
GPIO19 36 GPIO16
GPI026 38 | GPIO20
40 | GPI021
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[boot/config.txt

File

Edit View SCP Tools Help

43
44
45
46
47
48
49
50
51
52
53
54

#arm freqg=800

# Uncomment some or all of these to enable the optional hardw
dtparam=i2c arm=on

fdtparam=i2s=on

fdtparam=spi=on

# Uncomment this to enable infrared communication.
#dtoverlay=gpio-ir,gpio pin=17
#dtoverlay=gpio-ir-tx,gpio pin=18
dtoverlay=mcp2515-can0,o0scillator=8000000, interrupt=12
dtoverlay=spi-bcm2835-overlay
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letc/rc.local

sudo Ip link set can0 up type can bitrate 500000

/etc$ sudo ifconfig
) UP, RUNNING, NOARP> mtu 16
unspec 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00 txzgueuelen 10 (UNSPEC)
packets 0 bytes 0 (0.0 B)
errors 0 dropped 0 overruns 0 frame 0
packets 0 bytes 0 (0.0 B)
errors 0 dropped 0 overruns 0 carrier 0 collisions 0

A by

H = e
L. A koA [
L I R

eth0: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.0.134 netmask 255.255.255.0 broadcast 192.168

ineté fe80::13bb:1982:d6£f9:8d71 prefixlen 64 scopeid 0x20<1link>
ether dc:a6:32:7c:4a3:04 txqueuelen 1000 (Ethernet)

RX packets 411 Dbytes 45700 (44.6 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 362 Dbytes 98793 (96.4 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

15=73<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
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Linux Socket Layer

HTTP FTP
PF_INET
TCP UDP

eth0 ethl lo




Socket CAN

Application

Socket Layer

Socket
CAN

Protocol family
CAN

Protocol family
Internet

Network Device Drivers

User
Space

Kernel
Space

CAN Controller

Hardware
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CAN frame

B SmarTTY - 192.168.0.134
File Edit View SCP Tools
File List

1 :|FMmﬂ

File name
[B can.h

X pi@l1952.168.0.134:/usr/include/linuxs
pi@192.1 0.134:/usr/include/linuxs

¥ pi@192.1 0.134:/usr/include/linux$
pi@l192.1 0.134:/usr/include/linuxs
)1@192.168.0.134: /usr/include/linuxs

B SmarTTY - 192.168.0.134

File Edit View SCP Tools Help

103 */

104 struct can frame ({

105 canid t can id;

106 can_dlc;

__pad;
res0;

resl;

=
(o)

=
oo

oo G

107
108
109
110
111

oo OO

f,f:k
‘l,f:lr
f,f:k
J,f:lr
‘I,f:k

32 bit CAN ID + EFF/RTR/ERR flags */

frame payload length in byte (0 .. CAN MAX DLEN) */
padding */

reserved / padding */

reserved / padding */

data[CAN MAX DLEN]  attribute ((aligned(8))):
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Exercise
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